Joondalup Education Support Centre

Learning for Life

THIRD PARTY SERVICES - NOTIFICATION

Please note that no parent action is required for these online third party services. The school is
required to inform you of the use of these services, but you are not required to provide consent.

If you have any concerns about these services, please contact the school directly.

Name of Service: CARS & STARS
Data Location:  Onshore (Inside Australia)
Purpose: This service assesses students’ reading comprehension levels and provides levelled

reading material and online activities.

Information Disclosed:

. Student name

. Student work/content

. Student grade or performance data
. Class details

. Geolocation

. Student email

. Student photos or videos

. School year

. School name

. Student gender

Website: https://app.carsandstars.com.au/

Terms of Use:  https://www.hb-digital.com.au/terms-conditions

Privacy Policy:  https://www.hb-digital.com.au/privacy-policy

Name of Service: = DECODABLE READERS AUSTRALIA - ONLINE LIBRARY

Data Location: ~ Within Australia

Purpose: This service provides an online reading platform providing students with reading books
to their level of reading ability

Information Disclosed:
Staff/teacher: name, email

. Student name

. Student date of birth
. Staff/teacher name

. Staff/teacher email

. School name

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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Website: https://draonline.com.au/
Terms of Use: https://draonline.com.au/terms-and-conditions/
Privacy Policy: https://draonline.com.au/privacy-policy/

Name of Service: iDOCEO
Data Location: Within Australia
Purpose: Teaching and Learning Assessment and Planner

Information Disclosed:

e Student name

e Student work content

e Photo's/videos

e Student grades or performance data

Website : https://www.idoceo.net/index.php/en/

Terms of Use/Privacy

Policy: https://www.idoceo.net/index.php/en/?option=com_content&view=article&id=172
Name of Service: PASSTAB

Data Location:  Onshore (Inside Australia)

Purpose: A customisable visitor management system that controls school sign-in and sign-
out of parents, visitors, staff and students.

Information Disclosed:

. Student name

. Student email

. Student attendance

. Student medical details
. Student images

. Date of birth

. Student year level

. Student class name

. Parent name

. Parent contact details
. Parent image

Website: https://passtab.com/
Terms of Use: https://passtab.com/terms.html
Privacy Policy:  https://passtab.com/privacy.html

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800




Joondalup Education Support Centre

Learning for Life

Name of Service: Pic Collage
Data Location: Onshore (within Australia)
Purpose: Creativity app.

Information Disclosed:

. Student name
. Student work/content
. Student email

Website: https://piccollage.com/

Terms of Use: https://picc.co/tos

Privacy Policy:  https://picc.co/privacy

Name of Service: SCHOOLZINE

Data Location:  Onshore (Inside Australia)

Purpose: Schoolzine provides school communication products and content creation software,
including SZapp school mobile communication app, e Newsletters and live news stream, and
Session Keeper school parent-teacher interviews booking system.

Information Disclosed:

. Student name

. Student work/content

. Parent contact information
. Class details

. Student Attendance

. Student email

. Student photos or videos

. Parent contact

. Student username

. School name

Website: https://www.schoolzine.com/

Terms of Use:  https://www.schoolzine.com/terms

Privacy Policy:  https://www.schoolzine.com/privacy_policy

Name of Service: Writing Legends

Data Location:  Onshore (within Australia)

Purpose: Writing Legends provides comprehensive units to assist students grow their
confidence in writing.

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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Information Disclosed:

. Student name
. Student work/content
. Student grade or performance data

. Student gender

. Student email

. Staff/teacher name

. Staff/teacher email

. School name

Website: https://www.writinglegends.com/?r=AU

Terms of Use:  https://www.writinglegends.com/pages/public/terms-st.php
Privacy Policy:  https://www.writinglegends.com/pages/public/privacy-st.php

Name of Service: 3P LEARNING (Reading Eggs, Reading eggspress Mathletics,
Mathseeds)

Data Location:  Offshore (Outside Australia)

Purpose: Blended teaching software for class, home, and everywhere in between.

Information Disclosed:

. Student name

. Student date of birth
. Student year level

. Student responses

. Student email

. Student work

. School name

Website: https://www.3plearning.com/

Terms of Use: https://www.3plearning.com/terms/?

Privacy Policy:  https://www.3plearning.com/privacy/?

Name of Service: ADOBE - Creative Cloud K-12

Data Location:  Offshore (Outside Australia)

Purpose: A suite of over 20 desktop and web-based design applications used for graphic
design, video editing, web development, photography, and animation

Information Disclosed:

. Student name
. Student photo

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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. Student email

. Student date of birth

. Student phone number

. Student work/content

. Student responses

. Parent name

. Parent contact information

Website: https://www.adobe.com/au/creativecloud.html
Terms of Use: https://www.adobe.com/au/legal/terms.html

Privacy Policy:  https://www.adobe.com/au/privacy/policy.html

Name of Service: APPLE SCHOOL MANAGER & related services

Data Location:  Offshore (outside Australia)

Purpose: Apple School Manager is a web-based portal that helps IT administrators deploy
iPad and Mac devices, providing students and staff access to various Apple services, 200GB of
non-personal iCloud storage, apps and books.

Information Disclosed:

. Student name

. Student images

. Student academic testing
. Student grades/performance data
. Student geolocation data
. Other student data

. Student email

. Student username

. Student gender

. Student class details

. School name

Website: https://school.apple.com/

Terms of Use: https://school.apple.com/

Privacy Policy:  https://www.apple.com/au/privacy/

Name of Service: BOOK CREATOR

Data Location:  Offshore (Outside Australia)

Purpose: This service allows users to create and collaborate on digital books by combining
audio, visual and text elements.

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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. Student name

. Student work/content

. Class details

. School name

. Student email

. Student photos or videos
. Student username

Website: https://bookcreator.com/

Terms of Use: https://bookcreator.com/privacy-policy/terms-of-service/

Privacy Policy:  https://bookcreator.com/privacy-policy/

Name of Service: CANVA for Education

Data Location:  Offshore (Outside Australia)

Purpose: A design platform for creating graphics, presentations, posters and other visual
content with a library of images, fonts, templates and illustrations.

Information Disclosed:

. Student name

. Student work/content

. Student email

. Student photos or videos

. School name

Website: https://www.canva.com/education/

Terms of Use:  https://about.canva.com/terms-of-use/

Privacy Policy:  https://www.canva.com/policies/privacy-policy/

Name of Service: CLARO SOFTWARE

Data Location: Outside of Australia

Purpose: Enables students to log in or download applications to use software for people with
disabilities such as print and reading difficulties like dyslexia, to help them achieve all they can.

Information disclosed:
Student name

. Student name

. Student email

. User name

. Student attendance

Website: https://www.clarosoftware.com/

Terms of Use: https://www.clarosoftware.com/legal/
Privacy Policy: https://www.clarosoftware.com/legal/#privacy

150 Blue Mountain Drive, Joondalup WA 6027
Email: Joondalup.esc@education.wa.edu.au

Tel: 08 9233 5800


https://www.clarosoftware.com/legal/#privacy
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Name of Service: CLASS DOJO

Data Location:  Offshore (Outside Australia)

Purpose: Class Dojo connects teachers with students and parents to build online classroom
communities. Teachers can use this application for classroom tools e.g., classroom noise monitor,
timer, reward systems, student digital portfolios and to share classroom updates and student
work.

Information Disclosed:

. Student name

. Student grades/performance data
. Student behavioural records

. Student attendance records

. Student year level

. Student class name

. Student username

. Student email

. Student videos

. Student work/content

. Student response

. Parent name

. Parent contact information
Website: http://www.classdojo.com/
Terms of Use: https://www.classdojo.com/en-gb/terms/

Privacy Policy:  https://www.classdojo.com/en-gb/website-privacy/
https://www.classdojo.com/en-gb/child-privacy/?redirect=true

Name: CLASSCRAFT
Data Location: Outside of Australia
Purpose: Game based approach to teaching and learning and classroom management

Information disclosed:

. Student name

. Student work/content

. Student email

. Staff name

. Staff email

. School name

Website: https://www.classcraft.com/

Terms of Use: https://www.classcraft.com/privacy-policy/

150 Blue Mountain Drive, Joondalup WA 6027
Email: Joondalup.esc@education.wa.edu.au

Tel: 08 9233 5800


https://www.classcraft.com/privacy-policy/

Joondalup Education Support Centre

Learning for Life

Privacy Policy: https://www.classcraft.com/terms-of-use/#teacher

Name of Service: CODE.ORG

Data Location:  Offshore (Outside Australia)

Purpose: Computer science coursework for Prep to Year 12 students. Languages include
visual programming, JavaScript, CSS, HTML and others.

Information Disclosed:

. Student name

. Student age

. Student work/content

. Student gender

. Student responses

. Student email

. Student photos, audio or videos
. Student username

. Other student data

Website: https://code.org/

Terms of Use: https://code.org/tos

Privacy Policy:  https://code.org/privacy

Name of Service: DROPBOX

Data Location:  Offshore (outside Australia)
Purpose: File sharing and cloud storage platform.

Information Disclosed:

. Student name

. Student home address

. Student email

. Student telephone number

Website: https://www.dropbox.com/?landing=dbv2
Terms of Use: https://www.dropbox.com/terms
Privacy Policy:  https://www.dropbox.com/privacy
Name of Service: EDUCATION.COM

Data Location: Within and outside of Australia

Purpose: Online teaching and learning resources

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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Information Disclosed:

. Student name

. Student work/content

. Geolocation data

. School name

. Student grades or performance data
Website: https://www.education.com/

Terms of Use: https://www.education.com/privacy/?cid=11.2192
Privacy Policy: https://www.education.com/terms-of-use/?cid=11.2194

Name: EDUCREATIONS

Data location: Outside of Australia

Purpose: Enables students to view teacher presentations and create their own. The creator is able
to annotate, animate, and narrate nearly any type of content while explaining any

concept. Teachers are able to share their presentations with anyone including parents. Students
within a class can only share with their teacher.

Information Disclosed:

. Student name

. Student age

. Student work/content
. Student email

. Staff name

. Staff email

. School year

. Geolocation

. Audio Recordings

Website: https://www.educreations.com

Terms of Use: https://www.educreations.com/terms/

Privacy Policy: https://www.educreations.com/privacy/

Name: G SUITE CORE SERVICES (like Gmail, Calendar, and Classroom) and Additional
Services (like YouTube, Maps, and Blogger).

Data location: Outside of Australia

Purpose: G Suite Core Services (like Gmail, Calendar, and Classroom) and Additional Services (like
YouTube, Maps, and Blogger).

Information Disclosed:
. Student name

150 Blue Mountain Drive, Joondalup WA 6027
Email: Joondalup.esc@education.wa.edu.au

Tel: 08 9233 5800
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. Student work/content
. Student email
. Photos/videos

Website:  https://www.google.com

Terms of Use: https://gsuite.google.com/terms/education_terms.html?_ga=2.174740843.-
875381896.1565147460

Privacy Policy: https://policies.google.com/privacy?hl=en&gl=au
https://edu.google.com/why-google/privacy-security/?modal_active=none

Name: HELPKIDZLEARN

Data Location: Outside of Australia

Purpose: Online teaching and learning apps to help support students with numeracy and literacy
skills

Information Disclosed:

. Student name

. Staff/teacher name
. Staff/teacher email
. School name

Website: https://www.helpkidzlearn.com

Terms of Use: https://www.helpkidzlearn.com/terms.htm

Privacy Policy: https://www.helpkidzlearn.com/privacypolicy.htm

Name: JAMF SCHOOL

Data Location: Outside of Australia

Purpose: Program is used to facilitate the purchase and management of iPad apps.

Information disclosed:

. Student name

. Staff/teacher name
. Classroom

. School name

Website: https://www.jamf.com/products/jamf-school/
Terms of Use: https://www.jamf.com/privacy/
Privacy Policy: https://www.jamf.com/terms-of-use/

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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Name of Service: KAHOOT

Data Location:  Offshore (outside Australia)
Purpose: Game based learning platform.

Information Disclosed:

. Student name

. Student work/content

. Class details

. Student email

. School name

. Student geolocation data

Website: https://kahoot.com/

Terms of Use: https://trust.kahoot.com/terms-and-conditions/
Privacy Policy:  https://trust.kahoot.com/privacy-policy/
https://kahoot.com/student-privacy-policy/

Name of Service: KAPTURE PHOTOGRAPHY

Data Location:  Onshore(within Australia)

Purpose: School photography service.

Information Disclosed:

. Student name

. Class details

. School name

. Student photos or videos

. Student unique identifier number

Website: https://www kapture.com.au/

Terms of Use: N/A

Privacy Policy: ~ N/A

Name: KODABLE

Data Location: Outside of Australia

Purpose: A programming platform to help develop students skills.

Information Disclosed:

. Staff/teacher name

. Staff/teacher email

. School name

. Student work content

150 Blue Mountain Drive, Joondalup WA 6027
Email: Joondalup.esc@education.wa.edu.au

Tel: 08 9233 5800
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. Student grades/performance data

Website: https://www.kodable.com/

Terms of Use: http://resources.kodable.com/KodablePP.pdf

Privacy Policy: http://resources.kodable.com/KodableTOS.pdf

Name of Service: LAMP WORDS FOR LIFE

Data Location:  Offshore (Outside Australia)

Purpose: Structured to enable early success and allow the client’s vocabulary and
communication skills to grow.

Information Disclosed:
. N/A

Website: https://apps.apple.com/us/app/lamp-words-for-life/id551215116
Terms of Use: https://www.prc-saltillo.com/terms-of-use

Privacy Policy:  https://www.prc-saltillo.com/privacy-policy

Name: MATIFIC

Data Location: Outside of Australia

Purpose: Online math learning resource

Information Disclosed:

. Staff/teacher name

. Staff/teacher email

. School name

. Student name

. Student grades/performance data

Website: https://www.matific.com/au/en-au/home/
Term of Use: https://www.matific.com/au/en-au/home/privacy/
Privacy Policy: https://www.matific.com/au/en-au/home/terms/

Name: MERGE EDU
Data Location: Outside of Australia

Website:  https://mergeedu.com/
Purpose: Teaching and learning of science and STEM

Information Disclosed:

. Staff/teacher name
. Staff/teacher email
. School name

150 Blue Mountain Drive, Joondalup WA 6027
Email: Joondalup.esc@education.wa.edu.au

Tel: 08 9233 5800
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. Student name

. Student grades/performance data
. Student work/content

. Students grades/performance data
. School name

Website:  https://mergeedu.com/

Terms of Use: https://mergeedu.com/privacy-policy

Privacy Policy: https://mergeedu.com/terms-of-use

Name of Service: NESSY (Hairy Letters)

Data Location:  Offshore (Outside Australia)

Purpose: Internet-based literacy program that provides structured personalised learning
plans.

Information Disclosed:

. Student name

. Student work/content
. Student gender

. Biometric data

. School name

. Student date of birth
. Student other data

Website: https://www.nessy.com/en-gb

Terms of Use: https://www.nessy.com/en-gb/shop/data-privacy-legal/terms-conditions
Privacy Policy:  https://www.nessy.com/en-gb/shop/data-privacy-legal/information-for-parents
Name : POCKETPHONICS ( Basic edition, Stories and Dot to Dot humbers and letters)

Data Location: Outside of Australia

Purpose: App for reading and writing

Information Disclosed:

. Student name

. Student email

. Student grades or performance data
. Staff/Teacher name

. Staff/Teacher email

Website: https://appsinmypocket.com/
Terms of Use:  http://appsinmypocket.com/privacy-policy/

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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Privacy Policy: http://appsinmypocket.com/terms-of-use/

Name of Service: PRODIGY
Data Location:  Offshore (Outside Australia)
Purpose: Game based learning.

Information Disclosed:

. Student name

. Student geolocation data

. Parent contact information

. Parent name

. School name

Website: https://www.prodigygame.com/main-en/

Terms of Use:  https://www.prodigygame.com/main-en/terms-and-conditions/
Privacy Policy:  https://www.prodigygame.com/main-en/privacy-policy/

Name of Service: SEESAW

Data Location:  Offshore (Outside Australia)
Purpose: A digital portfolio that enables students to create, reflect on, and share their
learning process.

Information Disclosed:

. Student name

. Student work/content

. Student grades or performance data

. Class details

. Student email

. Student photos or videos

. Parent contact details

. School name

Website: https://web.seesaw.me/

Terms of Use: https://web.seesaw.me/terms-of-service
Privacy Policy: https://web.seesaw.me/privacy-policy

Name of Service: SPHERO
Data Location: Outside of Australia
Purpose: Stem based educational tool to assist students with programming for robotics

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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Information Disclosed:

. Student name

. Student work/content
. Photos or videos

. Student email

. Staff/teacher name

. Staff/teacher email

. School name

Website: https://sphero.com/

Terms of Use: https://sphero.com/pages/privacy
Privacy Policy: https://sphero.com/pages/terms-of-use
Name of Service: SPLASHLEARN

Data Location: Outside of Australia

Purpose: Maths Learning Program

Information Disclosed:

. Staff/teacher name
. Staff/teacher email
. School name

Website:  https://au.splashlearn.com/

Privacy Policy: https://au.splashlearn.com/privacy

Terms of Use:  https://au.splashlearn.com/terms-of-use

Name of Service: TEACH YOUR MONSTER (To read, number skills, reading for fun &
adventurous eating)

Data Location:  Offshore (Outside Australia)

Purpose: Educational games to inspire teaching children to read and develop mathematical
skills.

Information Disclosed:

. Student name

. Student grade or performance data

. Parent contact information

. Parent name

. School name

Website: https://www.teachyourmonster.org/numberskills

Privacy Policy:  https://www.teachyourmonster.org/legals

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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Name of Service: TINKERCAD

Data Location:  Offshore (Outside Australia)
Purpose: 3D design, electronics, and coding application.

Information Disclosed:

. Student work/content
. Class details

. Student username

. School name

Website: https://www.tinkercad.com/

Terms of Use: https://www.autodesk.com/company/legal-notices-trademarks/terms-of-
service-autodesk360-web-services/terms-of-service-for-tinkercad

Privacy Policy:  https://www.tinkercad.com/privacy

Name of Service: TODO MATHS

Data Location:  Offshore (outside Australia)

Purpose: Math educational mobile application.

Information Disclosed:
. Student name
. School name

Website: https://todoschool.com/en/math

Terms of Use: https://enuma.com/tos

Privacy Policy:  https://enuma.com/policy

Name of Service: TWINKL

Data Location:  Offshore (outside Australia)

Purpose: An educational resources platform providing schools with digital teaching materials
including lesson plans, assessments, and interactive activities.

Information Disclosed:

. Student name

. Student username

. Student work/content

. Student email

. School name

. Parent contact information
Website: https://www.twinkl.com.au/

150 Blue Mountain Drive, Joondalup WA 6027
Email: Joondalup.esc@education.wa.edu.au

Tel: 08 9233 5800
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Terms of Use: https://www.twinkl.com.au/page/terms-and-conditions-schools
Privacy Policy:  https://www.twinkl.com.au/legal

Name of Service: TYPING.COM

Data Location:  Offshore (Outside Australia)

Purpose: Online typing tutor, digital literacy and coding platform with curriculum resources
available for teachers and students.

Information Disclosed:

. Student email

. Student work/content

. Student grades or performance data
. Student name

. Student date of birth

. Student attendance records

Website: https://www.typing.com/

Terms of Use: https://www.typing.com/termsofservice
Privacy Policy:  https://www.typing.com/privacypolicy
Name of Service: WONDER WORKSHOP

Data Location:  Offshore (outside Australia)

Purpose: Program for Dash and Dot robots.

Information Disclosed:

. Student name

. Student work/content

. Geolocation data

. Student email

. School name

Website: https://www.makewonder.com/

Terms of Use: https://www.makewonder.com/tos/

Privacy Policy:  https://www.makewonder.com/privacy/

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800
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Name of Service: BLOXELS EDU

Data Location:  Offshore (Outside Australia)

Purpose: Hopscotch is a coding app designed to teach coding principles. It allows users to
build games, turn drawings into animations and simulate math problems.

Information Disclosed:
. Student work/content
. School name

Website: https://edu.bloxelsbuilder.com/
Terms of Use: https://www.bloxelsbuilder.com/legal
Privacy Policy: https://www.bloxelsbuilder.com/legal

Name of Service: HOPSCOTCH
Data Location:  Offshore (outside Australia)
Purpose: Math educational mobile application.

Information Disclosed:

. School name

. Student name

. Student username

. Student work/content
. Student email

. Class Details

Website: https://www.gethopscotch.com/

Terms of Use: https://www.gethopscotch.com/terms

Privacy Policy:  https://www.gethopscotch.com/privacy-policy

Name of Service: BLOCKLY - WONDER WORKSHOP

Data Location:  Offshore (outside Australia)

Purpose: An educational resources program for Dash and Dot robots

Information Disclosed:

. Student name

. Geolocation Data

. Student work/content

. Student email

. School name

Website: https://www.makewonder.com/

Terms of Use: https://www.makewonder.com/tos/

150 Blue Mountain Drive, Joondalup WA 6027
Email: Joondalup.esc@education.wa.edu.au

Tel: 08 9233 5800
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Privacy Policy:  https://www.makewonder.com/privacy/

Name of Service: DASH - WONDER WORKSHOP
Data Location:  Offshore (Outside Australia)
Purpose: Program for Dash and Dot Robots

Information Disclosed:

. Student name

. Student work/content

. Geolocation data

. Student email

. School name

Website: https://www.makewonder.com/

Terms of Use: https://www.makewonder.com/tos/

Privacy Policy:  https://www.makewonder.com/privacy/

Name of Service: PATH - WONDER WORKSHOP
Data Location:  Offshore (outside Australia)
Purpose: Program for Dash and Dot robots.

Information Disclosed:

. Student name

. Student work/content

. Geolocation data

. Student email

. School name

Website: https://www.makewonder.com/

Terms of Use: https://www.makewonder.com/tos/

Privacy Policy:  https://www.makewonder.com/privacy/

Name of Service: GO - WONDER WORKSHOP
Data Location:  Offshore (Outside Australia)
Purpose: Program for Dash and Dot robots

Information Disclosed:

. Student name

. Student work/content
. Geolocation data

. Student email

150 Blue Mountain Drive, Joondalup WA 6027
Email: Joondalup.esc@education.wa.edu.au

Tel: 08 9233 5800
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. School name

Website: https://www.makewonder.com/

Terms of Use: https://www.makewonder.com/tos/
Privacy Policy: https://www.makewonder.com/privacy/

Name of Service: XYLO - WONDER WORKSHOP
Data Location:  Offshore (outside Australia)
Purpose: Program for Dash and Dot robots
Information Disclosed:

. Student name

. Student work/content

. Geolocation data

. Student email

. School name

Website: https://www.makewonder.com/

Terms of Use: https://www.makewonder.com/tos/
Privacy Policy: https://www.makewonder.com/privacy/

150 Blue Mountain Drive, Joondalup WA 6027

Email: Joondalup.esc@education.wa.edu.au
Tel: 08 9233 5800




